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Privacy Privacy by design

Equita Ridurre i pregiudizi involontari nello sviluppo e nell'implementazione di
Al/ML
I' p rl nCEI pl Trasparenza Dimostrare come e dove vengono utilizzati i modelli di AI/ML
dell'Intelligenza
Aft!flClale dl Interpretabilita Rendere i modelli di Al/ML spiegabili e interpretabili
Mimecast

Sicurezza Implementare processi per garantire che i servizi non comportino
rischi per gli utenti.

Responsabilita Garantire un'adeguata supervisione dei modelli di Al/ML

Sostenibilita Riconoscere I'importanza di un’Al ambientalmente sostenibile
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Mimecast Human Risk Management Platform
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Ogni utente ha un profilo di

ROLE
Finance

ADDITIONAL ACTIONS:

Block BEC attacks with
behavioral Al

Tl

Train on Business Email
Compromise attacks

FROM: Targeted User
TO: Protective Defender

ACTION: Role-based training
& simulated phishing

rischio unico che richiede approcci specifici

ROLE ROLE
R&D Customer Service

&f © ADDITIONAL ACTIONS:
b Revoke cloud sharing
permissions
/: \\\\“'[l\'
Y / Nl Train on data security and
il

processing policies

FROM: Accidental User FROM: Malicious Insider
TO: Safe Operator TO: Secured Insider
ACTION: Browser isolation ACTION: Revoke system access
to prevent malware infection Monitor access to IP with Incydr
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LOW RISK

HIGH RISK
SPECTRUM OF HUMAN RISK

Measure Empower | Human Risk Interventions Protect | Adaptive Controls
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