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DATA&CYBERCRIME…
THE LATEST TRENDS FROM IOCTA 2025

2025 AS AN ENDING YEAR…
FROM THE EUROPOL PERSPECTIVE

LOOKING AHEAD….
WHICH CHALLENGES, WHICH GOALS FOR EU ACTORS ? 



Techniques
Social Engineering & 
Attacks On Systems

IOCTA 2025
Steal, deal and repeat: 
How cybercriminals 
trade and exploit your 
data THE COMPROMISED 

DATA ECOSYSTEM

Criminal Actors
IABs & Data Brokers

Exploitation
Online Fraud Schemes, 
Cyber-attacks & 
Hybrid Threats

Marketplaces
Compromised 
Data, Tools & 

Services
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Exploiting 
Human Error

Criminals Gain Access 
to Systems or Personal 

Information by 
Stealing Credentials

[accounts and remote 
services]

INFO
STEALERS

PHISHING
KITS

Emails, SMS, Social 
Media Messages

SEO poisoning

 Malvertising 
& Malspam

Credentials are 
Stolen from Devices 

 
 Entered to Fake 

Web-Pages
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Attacks Against 
Systems

CVE
Enable a range of attack 
vectors & allow criminals to 
gain access to systems, 
exploiting their vulnerabilities 

MitM

Malware

Brute-forcing 
Techniques

BIN Attacks

Password Guessing

Credential
Forging

[stolen cookies and token 
acquired through infostealers]

Breachdata & 
Infostealer Logs
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CRIMINAL ACTORS

Sell Access To 
Systems

IABs

[Direct collaboration 
with Criminal Networks]

Advanced / Targeted Social 
Engineering Campaigns

Zero-day Exploits

Monetise Harvested 
Data To Highest 

Bidder

Data Brokers

Data dumps
Stealer logs

Credit card data

Exploit Personal Data 
and Utilise Data 

Immediately

OFS & CSE

Deception and 
Coercion of 

Victims
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WHERE ARE DATA AND ACCESS 
COMMODIFIED?

Cybercriminal
Platforms

Marketplaces, Forums
& E2EE channels

Unanalysed 
Infostealer Logs 
& Breached 
Data Dumps

Unanalysed 
Or Verified 
Credit-card Dumps 

Account Login 
Credentials 
To Web-services 

Criminal Services 
[MaaS, phishing & 
exploit kits, etc.]

Anti-detection 
Solutions [Proxies, 
BPH, ML, Manuals]

DATA 
EXPLOITED

TOOLS & 
SERVICES
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Law Enforcement Challenges

Artificial intelligence
Quantum computing

Tracing payments

Cross-border jurisdiction

Anonymity 

High volume/
low value crime

Tracing communication



THANK YOU!

https://www.europol.europa.eu/rss.xml

@europol.eu

https://www.linkedin.com/company/europol/

https://www.facebook.com/europol

@europol

@europol-eu

https://www.youtube.com/user/EUROPOLtube
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