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Back to Basics per la Cybersecurity

Misure e risposte concrete per mettere in sicurezza persone e processi

WEBINAR 15 aprile 2020
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€ AGENDA

Molte aziende si pongono oggi la domanda: cosa non deve mancare nel mio Piano di Cybersecurity? quali sono le
misure e i processi prioritari da prevedere, per

>
>
>
>

Proteggere una forza lavoro che, in questo momento, si collega in massa dalla propria abitazione

Sostenere un traffico piu elevato, rispondere con tempestivita in caso di attacco cyber

Sensibilizzare le persone, formarle per uno Smart Working in sicurezza

Riposizionare la difesa tenendo conto della continua evoluzione delle minacce.

| temi saranno affrontati nel Webinar di oggi con

11:30-11.40
11.40-11.50
11.50-12.00
12.00-12.10
12:10-12:20
12:20-12:30
cmosincop  INDIGO

Elena Vaciago, Associate Research Manager di The Innovation Group
Corradino Corradi, Head of ICT Security & Fraud Management di Vodafone
Andrea Muzzi, Technical Manager di F-Secure

Paolo Arcagni, Manager, System Engineering Italy & Iberia di F5 Networks

Stefano Ricci, Senior Sales Engineer di Rubrik y #TIGcybersec
Domande & Risposte channels.theinnovationgroup.it/cybersecurity



http://channels.theinnovationgroup.it/cybersecurity

( ALERT: crescita dei Rischi Cyber nei giorni dell’epidemia da Covid-19

2 EURTPOL

Pandemic profiteering
how criminals exploit the
COVID-19 crisis

March 2020
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>N

Ripensare la Resilienza con una forza di lavoro distribuita

MAGGIORE
DOMANDA
DI SICUREZZA

NUOVI
RISCHI ...

Utilizzo di RDP in crescita del 41%, utilizzo di Enterprise VPN del 33%
nelle due settimane centrali di marzo 2020

Shodan - Remote Desktop Port Shodan - VPN Exposure
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VECCHI Smart working e didattica online? Mal il
PROBLEMI ... 33% delle famiglie non ha pc o tablet a

nastasio | 6 Aprile 2020, ore 14:45




/( Come affrontare ’emergenza e garantire la continuita?...

Leading the way Which of the following HR and staff measures have you taken or are
toresilience considering taking in your organization?

Ensured a plan is in place if a staff member is diagnosed with coviD-19. [ G e

Implemented non-punitive leave policies to allow quarantining staff to work from home [N 16.6%

Implemented a work-from-home policy for certain employees [ NN 16.1% S 137%
Reviewed staff sickness policy to make it consistent with public health/government guidance [ S 16.5%
Reviewed job roles to ensure key processes can be carried out by skeleton staff [ G- 23.9%

Allowed staff to work from home to look after children in case of school/nursery closures [ 21.7% 7.7%
Ensured staff have a dedicated helpline or co?éact 0 ST P Onal CoMCeIMS Dot O ID- 7 0%
Implemented a work-from-home policy for all employees [ 28.3%
Implemented leave policies to allow staff to care for sick relatives [ NN 24.1%
“Rostered” staff so those with identicalsimilar roles are not in the office at the same time [ NNERGEGEE N 26.5%

no, e ~No, 2n EAC ANo, -0

0 0% 20 30 40 50 80 90° 100°

v oU IU7% uu

_ Considering implementing Not considering implementing m Not applicable

4 www.thebci.org
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https://www.thebci.org/knowledge/search-knowledge.html

... € quali sono le misure da prevedere per la Cybersecurity?

Which of the following IT, technology and communications measures have
you taken or are considering taking in your organization?

Leading the way
toresilience

Transferred meetings to conference calls where possivle |

Message from CEO /Chief Medical officer regarding COVID-19 communicated internally to all
staff

Ensured staff who are working from home have acceptable cyber-security measures in place [ NNl e

RZU 5.0% XL 5.2%
Ensured a robust communications strategy is in place so staff can be contacted in an — y
emergency 55
Internal communications regarding medical advice and company procedures provided to staff _ -,
. . - - B . 11.4% 4.0%C ¥2E 4.6%)
(e.g. dedicated intranet site with updated information)

z

Ensured IT capabilities support working from home measures to cover peak and non-peak
times

144% ¢
Ensured a communications strategy is in place to allow staff to communicate in the event a

universal “work from home” policy is adopted. 16:4%

Ensured there is an external communications plan in place should a staff member/members
become infected.

Reviewed cyber-security arrangements to ensure all systems will remain secure in case of _ pre E
mass-staff absences -

0% 10% 209 30% 409 50% 609 70% 809 90% 100%

_ Considering implementing Not considering implementing Not applicable

10 www.thebci.org
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https://www.thebci.org/knowledge/search-knowledge.html

{ Il Phishing e oggi la minaccia cyber osservata con maggiore frequenza,
seguita da malware, ransomware, spam

Nel corso degli ultimi 12 mesi, quali dei seguenti attacchi cyber hanno riguardato la Sua azienda?

SOCIAL ENGINEERING / PHISHING (PHARMING, WHALING) 71%
MALWARE 58%
RANSOMWARE 43%
SPAM/BOTNET 42%

ATTACCHI WEB-BASED 28%
CEO FRAUD/BUSINESS EMAIL COMPROMISE

DISTRIBUTED DENIAL OF SERVICE (SATURAZIONE RISORSE)
COMPROMISSIONE / FURTO /PERDITA DI DEVICE
ADWARE

SQL INJECTION

FURTO D’IDENTITA

CRYPTOJACKING

ADVANCED PERSISTENT THREAT (APT)

CYBER SPIONAGGIO

TOOLKIT (ROOTKIT, METAEXPLOIT, ..)

MOBILE MALWARE

ATTACCHI ZERO-DAY

ATTACCHI DALL'INTERNO

ESCALATION DI PRIVILEGI

NON ABBIAMO OSSERVATO MINACCE INFORMATICHE

"@ The Innovation Group
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Le motivazioni che spingono il cyber crime sono molteplici, ma
prevalgono nettamente quelle a scopo economico

Quali erano le finalita degli attacchi osservati?

18%
15%
11%
——

Frode attuata da Accesso a Furto di dati Estorsione Sabotaggio Accesso a Frode attuataa Utilizzo risorse Spionaggio
esterni informazioni informazioni interni computazionali
riservate da riservate da (es.
parte di esterni parte di interni cryptojacking) /

/




; ( Spostamento di focus sui temi del Fattore Umano e dell’Intelligence

Quali dei seguenti Hot Topic sono secondo Lei oggi piu rilevanti per un CISO/Security Manager?

Ransomware
Cyber Insurance
Mobile Security
Internet of Things (loT) cybersecurity

OT/Industrial cybersecurity
Skills Gap

Controllo degli accessi
Sicurezza del Cloud

GDPR

Cyber Threat Intelligence
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_( Back to Basics: facciamo ordine sui «fondamentali» per la cybersecurity

 [National Cyber Stay Safe Online
Security Centre Top tips for staff

Who is behind Defend against Use strong -

cyber attacks? phishing attacks passwords | @ I D
—— iy L L ] Attackers wiltry thomost | ===
crlmmals ssword1).. publicly

mﬂ e:"w: ’. .‘:m nd ‘website oran infected attachment. your accounts. I successful, they can use this

SAFE TELEWORKING

-
OF ot s
S § s

2 Crosioa sirong and memorste paseword for
%, " WY using three
WU Know the techniques tht phishers use in emaits. random words Avoid using precictable
§ e
A& BT =
FOR BUSINESSES FOR EMPLOYEES T bl
make it sasier to spot unusual activity. ‘socurely away from your device. Never revesl your
o ot o
@ e potenil ham caueed. (= ettt stencaton 07 o gt
Establish corporate Political a ntion SPA providen s wey of -Soue
policlesand Access company activists gec_ure your . B e oo
data with corporate evices
procedures Secure your equipment 2 Tabiot. tastopa o deskiop If in doubt, f
teleworking [ Think before Terrori computersthatyouusecan & n call it out
i i connecting oot . u Reportingncidents
equipment @ pabilies protect them from many common attacks. g ik L L .
: patches that keap your device sec ikl e 6 o -
Use secure remote et TS, arumisaton mey uness spines bt M"v-m -g mm.m:_‘:l.ﬂ idance o suppar
Provide secure remote access thelr ‘ SRR & when something feels suspicious of unusu:
Protect your teleworkin '@ SO e e T CE s o 6o Eve e o
access @ e . ¥ 9 ‘il mako K harder oran tacha o exploit Somuthing(ch a0 chekadon  bad . ey
ep device operating equipment and downioeding -
N d . " oo stons e Gocgle? i By o i AFe oD 8{_95 :::: o Your o et mn.,..‘wm
systems and apps environmes o o sl S ey o . oty
updated Vendors and sources.
Keep business L Lo

and leisure
Secure your corporate apart % Stay alert

. Seven Imperatives to Protect Against Cyber Risks
é’% S i ﬁ During the COVID-19 Crisis

= secutly Avoid giving
W monitoring out personal

Develop new

R;i:::ﬂ_a:«are'ness information Todtkies As companies ask millions Assess core IT infrastructure for remote working
al nsks ol
i - of staff to work remotely
teleworking Y, Regularly gi T —— Secure applications and devices for the remote workforce
(B2
check in with Be careful when using ) ! y mu
-‘ the staff private devices for —— the following steps to Embed cybersecurity into business continuity plans
telework activity safeguard their IT systems o
- a_ ((((a Make the newly remote workforce aware of the added security risks
EURTPOL and data from cyber attack:

EC3 | togmoremme
Establish protocols and behaviors to prepare for secure remote worki

Embed cybersecurity in corporate crisis management

Update access and security measures

‘Source: BCG analysis.
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https://www.thebci.org/knowledge/search-knowledge.html

/” | prossimi appuntamenti TIG: STAY TUNED!!

W — e WEBINAR: SMARTWORKING E

CYBERSECURITY

Wy 06.05.2020 — ONLINE dalle 15.00
_f@ SMARTWORKINGECYBERSECU a”e 16'00

//v r
Bitdefender @/m

"% CYBERSECURITY SUMMIT
Y SUNNNNIT 2020 ROMA 2020

AL 02.07.2020 - Centro Congressi

ke Roma Eventi Fontana di Trevi —
D / homa’l,a WGLIO 2020 Roma /‘
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https://www.theinnovationgroup.it/events/smart-working-cybersecurity/%3Flang=it
https://www.theinnovationgroup.it/events/cybersecurity-summit-roma-2020/%3Flang=it

GRAZIE PER LA PARTECIPAZIONE!
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