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...to Translate Complex Cybersecurity 
Issues into Simple Business Context

BitSight Security Ratings

• Data-driven rating of security 
performance

• Non-intrusive SaaS platform

• Continuous monitoring
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BASIC

250 - 640

INTERMEDIATE

640 - 740

ADVANCED

740 - 900

LIKE CREDIT RATINGS...



Stakeholders
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BitSight supports 
critical business 
functions

Enterprise Risk
Manage Cyber Risk in 3rd and 4th 
Party Ecosystem

IT/Security
Visualize, Prioritize, and 
Communicate Security Actions

Procurement
Rapidly Assess 3rd Party Risk 
during Selection and Onboarding

Audit
Enable Corporate Responsibility 
and Internal Oversight of Risks 
Taken and Management of Risks

Marketing
Differentiate Against Competition 
with Effective Security Posture

Finance
Spend Effectively & 
Allocate/Prioritize Resources

Legal
Objectively Evaluate Exposure and 
Actions Taken



A Standard Metric is Needed...

Visualize Prioritize Act

Cybersecurity Risk Environment

-Mitigate
-Transfer
-Accept/Monitor

-Take Action based 
on Data & Insights
-Remediate & 
Allocate

-View & Understand
-Continuously Monitor
-Benchmark

1 2 3
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Communicate & Collaborate



What is Security Performance Management?

Risk-based, outcome-driven approach to measure, monitor and 
manage cyber security program performance

BitSight provides independent and comparable metrics that help security 
and risk leaders:

• Assess performance of current cyber security program

• Efficiently and dynamically allocate limited resources 

• Set achievable security team goals, track & report on progress over time



Strong, Validated Correlation to Data Breach

If 50% of computers run outdated 
Operating System versions3x

If the Botnet Grade is B or lower
or the File Sharing grade is B or lower
or the Open Ports grade is F

BitSight provides a measurable range of risk and is the only ratings solution with a third 
party verified correlation to breaches.

2x

<400

400-500

500-600

600-700

>700

x5

x4

x3

x2

Likelihood of suffering a data breach

If the security rating drops below 400 as 
compared to an organization with a 700 
or higher

5x



CYBERSEL BitSight

BitSight Third Party Risk Management 
(TPRM)



Digital Transformation Expands Attack SurfaceDLJLWaO TUaQVIRUPaWLRQ E[SaQdV AWWacN SXUIacH
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70% Rf RUgaQL]aWLRQV KaYe ³PRdeUaWe´ 
WR ³KLgK´ deSeQdeQc\ RQ e[WeUQaO 
RUgaQL]aWLRQV 1 

59% Rf RUgaQL]aWLRQV KaYe 
e[SeULeQced a daWa bUeacK caXVed b\ 
RQe Rf WKeLU YeQdRUV RU WKLUd-SaUWLeV 2

CompanieV conWinXe Wo e[pand 
WheiU digiWal ecoV\VWem«.

...Which poVeV neZ UiVkV Wo Whe 
bXVineVV 

1 ReVXlWV from 2019 DeloiWWe VXrYe\
2 Ponemon-OpXV: 2018 DaWa RiVk in Whe Third-ParW\ EcoV\VWem



Barriers to Risk Reduction

Current processes are valuable efforts to understand third party cyber risk but are not continuous, scalable 
and staying ahead of this dynamic risk

Existing Processes

LacN RI CRQILdHQcH LQ CXUUHQW ASSURacKHV

QXeVWionnaiUeV

PeneWUaWion WeVWV

OnViWe 
aVVeVVmenWV

E[iVWing PUoceVVeV
³I knoZ all Whe riVk baVed on 
ZhaW m\ YendoUV Well me´

³A Vingle poinW-in-Wime YieZ of 
riVk iV good enoXgh´

³I onl\ need Wo focXV on m\ 
Wop WieU YendoUV - Whe oWherV 
don¶W maWWer´

CXrrenW proceVVeV are YalXable efforWV Wo XnderVWand Whird parW\ c\ber riVk bXW 
are noW conWinXoXV, Vcalable, and VWa\ing ahead of WhiV d\namic riVk

AnnXa
l

AVVeVVmenW 
CompleWed

MajoU 
VXlneUabiliW\ 
DiVcoYeUed 
& TUiaged

VendoU 
AVVeVVmenW 

Cadence

NR YLVLbLOLW\ RQ LPSacW RU SRWeQWLaO 
ULVN XQWLO Qe[W aVVeVVPeQW

Questionnaires

On site 
Assessments
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Manage Third-Party Risk with 
Confidence

BLWSLJKW IRU TPRM

ViVibiliW\ PUioUiWi]aWion CollaboUaWion

CUSTOMIZE 
ALERTS

DRILL DOWN ON 
CRIT ICAL RISKS

TARGET 
RESOURCES

FOCUS ON THE 
RISKIEST ISSUES

COMMUNICATE
PROACTIVELY

TAKE ACTION BASED
ON CONTEXT

Visibility
See the cyber risk across your 
supply chain to avoid «blind 
spot»

Prioritization
Target your resources towards 
achieving significant, 
measurable cyber risk 
reduction

Collaboration
Team up with your vendors 
and BitSight to quickly and 
collectively reduce cyber risk



Bitsight TPRM Monitoring


