


Deliver protection

everywhere
O ; 0
E —— 0 MO
5| s L] hfyl

HQ Roaming/mobile Branch Direct Internet Access

Boost existing security Enable off-network Transform edge security



Addressing key security challenges

Malware and Gaps in visibility, Cloud apps Difficult to
ransomware coverage and and shadow IT manage security
control




Our view
of the internet

X0B 90M

requests daily active
per day users

15K 160+

enterprise countries
customers worldwide




Cisco Talos: Intelligence to see attacks before launched

Data
* Cisco Talos feed of malicious \ )
domains, IPs, and URLs Security researchers

* Umbrella DNS data — /- Industry renown researchers
200B requests per day

Models '
* Dozens of models continuously \ /
analyze millions of live events

per second

e Build models that can
automatically classify and
score domains and IPs

* Automatically uncover malware,
ransomware, and other threats



Cryptomining
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The process Ofgenerating neW units POOODODODODODODODO0DODODODO0D0OOC 000D0D0D0D0D0O0DO0OD0DOD0ODOO0OOO
of the cryptocurrency

Not inherently bad, but could be
Bitcoin example:

- Miners use their computing power to
verify a 37 party’s Bitcoin transactions

- Rewarded with new Bitcoins
proportional to the amount
of computing power they donated to
the Bitcoin network
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Cryptojacking

 Cryptojacking is “unethical”
cryptomining

« Secret use of business’
computing power to mine
cryptocurrencies through
individual machines

- Done in browser JavaScript
exploits, cloud AWS
instances, etc.




COVID-19 Themed Malspam and Phishing

COVID-19 Concern

People want to be informed, prepared
People know money is coming from their
government

Tactics

‘Information for COVID-19 in your area’
‘Log in to read this important information’
‘You have had contact with someone who
has tested positive, download this form to
seek medical care’

‘We want to deposit money into your
account’

Covid-19 filename attachments
Links in email body leading to
‘important safety information’ -
malware droppers

KopoHasipycHa iHdekyia COVID-19

& phe.org.ua

Cranom Ha 18 nioToro 2020 powy y ceiti 33 PEECTPOBAHD 73 335 nabopatopHo
niaTeepaxeHu: sunaakis COVID-19, sokpema 1873 netanedi. Oayxano exe 12 g42
ocobiu

81,7% ycix BMNaAKis rocTpoi pecnipaTopHoi xau%nﬁw‘ CNPUYHHEHOI HOBUM
KOPOHABIPYCOM, 3a(iKCOBaHO B OAHIA NPoBIHLIT Kitalo — XyGed

Y KpaiHax €BponM 3apeccTpoBaHo 47 BUNaAKE 3axBOpOBaHHA (HiMewswHa — 16,
®paHyia — 12, Benukobputania — 8; Itania — 3; Pocia — 2; Icnania — 2; iHnauais,
Weeuin Ta Benbria — no 1 eunaaky)

B YrpaiHi 3adikcosaHo 5 naGopatopHo niaTeepamendx Bunagku covid-19. B ycix oBnactax
CTBOPEHD TUMMACOBI NPOTHENIAEMIMHI KOMICTT Ta NIArOTOBNEHD PEriOHANLHI NAaHM
npoTHeNidemivHM 3ax04is 3aN06IraHHA JAHECEHHID | NOWMPEHHID BUNAAKIE 3aXBOPKIBAHHA Ha
COoVID-19.

Hapaairna Kpy



Example: coronavirus2020prevention.com

[ Coronsrus Protection T - X
& > C coronavirus2020prevention.com ® =
@ shopscape HoF ISIDE THE P¥ o @

THE
HIGHEST GRADE PRVENTION KIT

FOR THE CORONAVIRUS

INCLUDES 24x7 CUSTOMER SERVICE

SHOP NOW

Pack 1 Pack 2 Pack 3 Pack 4

Lorem Ipsum is simply dummy  Lorem Ipsum is simply dummy  Lorem Ipsum is simply dummy  Lorem Ipsum is simply dummy
*hk ok Tk ok Tk kk Tk ok
$39.00 $39.00 $39.00 $39.00

m S




coronavirus2020prevention.com
‘ coronavirus2020prevention.com I W BACK TO TOP

Timeline

~\ DNS Queries 4 Domain Events {3 DNS Changes Mar 5th, 2020 - Apr 4th, 2020

713 Max. Queries: 713
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© <

Mar 7 Mar 9 Mar 11 Mar 13 Mar 15 Mar 17 Mar 19 Mar 21 Mar 23 Mar 25 Mar 27 Mar 29 Mar 31 Apr 1 Apr 3
Event History == Security Categories == DNS Changes == Query History
& )
- — -l — ]
|
| | |
Feb 02 Feb 09 Feb 16 Feb 23 March Mar 08 Mar 15 Mar 22 Mar 29

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Our View of the Internet

200 Billion Internet requests per day
April 3rd, 2020

114,645 domains have been registered with the word ‘corona’ or covid’
in the domain name

1,390 of the domains were phishing domains

74,568 of the domains were malware domains 65%
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