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Breve storia del Malware
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Evoluzione degli scopi
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Advanced Persistent Threat (APT)
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WannaCry Malware

* Maggio 2017: Malware su larga scala
e Alias: WCry, WanaCrypt, WannaCrypt, e WanaCryptOr
— CARO: Ransom:Win32/WannaCrypt.Alrsm

e Componenti WannaCry: Dropper, Worm, Backdoor,
Ransomware
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WannaCry Malware

 The Shadow Brokers (TSB)
— Arsenale di Hacking Tools della NSA
» EfernalBlue
— Marzo 2017: Patch Vulnerabilitd SMB
— Aprile 2017: The Shadow Brokers (TSB)
— Maggio 2017: WannaCry
» DoublePulsar

A2 B Vi

o [ SR T a0 SR

B TR NS gy
y

o
Aay e

'63':::6..-» ﬁf,ﬁ‘; R 0
*‘”’}/{iﬁ B

¥
b

\;\{&,;ﬁ,mw‘ 3
;
g
b
?,gg,ﬁ 2

ozl

TECHNOLOGY CONSULTING



WannaCry Malware

« Componente Dropper
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WannaCry Malware

« Componente Worm

Kernel lsass.exe
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Userland shellcode
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WannaCry Malware

« Componente Ransomware

' Wana DecryptOr 2.0

Qoops, your files have been encrypted!
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\}hat Happened to My Computer? c:"r'.:gﬂmmg 4
Y our woportant files are encrypted Lhneze [radbons]]
Idany of your documents, photos, wideas, databases and other files are no long
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Time Left o can deceyyt some of your files fir free. Try now by clicking <Decrppt>, |Jspanes
: - o Bt if you want to decrypt all your Bles, you need to pay ff:a;{

Il 7 ou only have 3 days to submat the pagment After that the price will be doubfNeepagian
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WannaCry Malware

Paziente O — Drive-by Download
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NotPetya Malware

« Giugno 2017: Malware su larga scala
« Componenti del Malware: Dropper, Ransomware e Worm
e  Puntiin comune con WannaCry:
— Cifratura file
— Kill-Switch
— Movimenti laterali mediante Exploit (EternalBlue)
« Differenze rispetto WannaCiry:
— Sovrascrittura del MBR + Cifratura MFT
— Tecniche anti-analisi
— Movimenti laterali mediante furto di credenziali
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Malware
Next-Generation Anti-Malware

Cyber Threat Intelligence (CTl)
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Specifiche di un Malware
~

Genericamente un qualsiasi sviluppatore di Malware segue alcune
«specifiche tecnichey durante la realizzazione del proprio «prodottom:

« Deve essere difficile da individuare;
 Deve essere portabile;

 Deve essere difficile da rimuovere;
 Deve essere funzionale;

 Deve essere difficile da analizzare;
« Deve essere persistente.
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Next-Generation Anti-Malware

Artificial Intelligence (Al) e Machine Learning (ML)
Automated Malware Analysis (VMI)
Cyber Threat Intelligence (CTl)
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Malware
Next-Generation Anti-Malware

Cyber Threat Intelligence (CTl)

a8 iz e 5

TECHNOLOGY CONSULTING



The Pyramid of Pain
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The Cyber Kill Chain

RECONNAISSANCE

Harvesting email addresses,
conference information, etc.

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, etc.

Exploiting a vulnerability to execute
code on victim's system

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

ACTIONS ON DBJECTIVES

With ‘Hands on Keyboard' access,

intruders accomplish their original goals

AUSTRALIA
G I Z ® EUROPE
USA

TECHNOLOGY CONSULTING



The Diamond Model
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