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Main competitor of the incumbent in Corporate/PA segment ~3UY0 Market Share Corporate

The only operator with sales and margins growing YoY +3% Revenuein 201




Leading the ultra-broadband market

~310K FTTH ~400K FTTC
0 Customers Customers 10K UBs

of which FASTWEB of which FASTWEB of which FASTWEB
w ~300K ~200K ~500K (~10%)
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With 500k customers connected at speed up to 100 Mbps, FASTWEB has a 70% share of the UBB market




Arricchire la vita e il lavoro
attraverso Internet

Enrich life and work "
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So, let's take our intranet to the Internet!

Create a digital work environment
to foster communication, cooperation and interaction within the company
anywhere, at any time and with any device.
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... not an option.

CUSTOMER FIRST IR INNOVATION360" ~IN AGILITY




Dilemma

How do we take

«
sensitive ihterh‘alﬂﬁb sites
to the Internet, safely?
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Tool per lavorare

Il Learning Hub apre
ai nuovi corsi sui
Valori FASTWEB

Come? Con una serie di
sit-com! Guardalz tutte




Not £hat sensitive.




o [ntranet home page (news, help pages)

o Help Desk & Facilities request forms
o Training portal -

* Approvals

. »
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» _Desk/room reservations

o Videoconferencing reservations

s



No customer data
Only public information
Only general convenience tools
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Security chose to act as enabler,
driving the change
instead of enduring it.




o We sat down with HR and IT and wrote the requirements

o We found there w‘asn't a solution available within our IT ecosystem

. >
e Sowe madeatender. Ny y,‘ ,

Note that if you run the latest* version of some of the major identity and
access solutions you can leverage those

2014




Working alongside us SINEREYY

* High Level skills in Information Security i
o  Analysis of Fastweb issues thanks to Advisory expertlses
e Technology Mapping about Fastweb's Reqmrementsﬁ
e A quick & successful POC '
o . Extremely fast roll out

J
our choice was SINERGY




Achieve a uniform base level of security...

...and do it once and for all
o  User /pw + OTP, CAPTCHA when needed
o Not those pesky VPN hardware fokens? y
 Nope. OTP without HW, over multiple channels Ilke SMS or emai
*  Sensible lock-out policy :
« - Geo-IP, reputation from various sources + internal feed

HTTPS everywhere

Session risk evaluation
our choice was F5 Big- InPlAPM \ @




Use cases and workflow
N3

== hIS is onIy d part\gféour access wor kI .




Is that it?

You could go online with that, and do no work whatsoeve
on the internal web sites (hey, it just works!). )

—

sy = Butyou don’t want to.

TRUST




Risk / benefit evaluation for each site or tool
o Joint committee: HR, Security, IT
o Map y all the p paqes and navigation
w_g,;. Identlfy contents ‘exclude sensitive / admln pages

’
__. ormaI approval




Updating internal web sites

Run PTs for each tool or page

e Isitbroken? Can it be fixed?

 No™->sorry, it won't go on the Internet

g Yes -> Fix whatshroken update security

TRUST ——

~ Butof course, adopt default deny on the gateway
\;;::ﬁ VVVVVVVVVVVVVV




o Extend logging functionalities - you want to know who did what:

o X-Forwarded-Ffor!
*  Source port (custom header, not injected or tracked by default)

y

* Implement hooks for reading session risk evaluation
- and make decisions based on it

... and remeur‘nﬂber to adopt default deny on the gateway
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No technology keeps you safe on its own

o logs from the gateway and web sites go to the SOC







FASTIJEB

un passo avanti

Thank you for your attention.

Guglielmo Bondioni
Manager of ICT Security
Fastweb S.p.A.
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