Processi e tecnologie a supporto di SOC e CERT nella PA.

Sogei use case
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“The Secret of Change Is to focus all of
your energy, not on fighting the old, but
on building the new”
Socrates
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Use Cases - Requisiti
Abilitare Sogei nella definizione di un SOC/CERT

v Necessita di un approccio innovativo che interpreti
un modello di sicurezza adattivo

Modelli

v Velocita nell’accesso ai dati e alle evidenze del I adattivi
Visibilita

traffico
v' Approccio modulare

v Modelli di analisi per velocizzare le investigazioni a
fronte di sempre piu ingenti mole di dati

v Intelligence integrata

v Big Data Analytics

v’ Flessibilita

SOC/CERT
A RSA

v Armonizzare processi tecnologie e persone.
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Security Models

Reactive ) Intelligence-Driven
Model

e Static Controls
 Risk-based

e Dynamic/Agile Controls

e Siloed Management System

 Contextual/Interactive
Management System
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The Power Of A Risk-Based Approach

————— B
I Logs
\ ! Basic connection
AN : information
\

NetFlow :

How far N 4

intrusion Packets

spread How you got

infected and what
attacker did

Endpoints
Where is infection located —-——-—-—-—--—-

Security
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Integrated Defense

Intelligence driven model for Readiness, Response & Resilience
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RSA Advanced Cyber Defense Services

NextGen SOC Design & Implementation
Identity Infrastructure Information (13) U
Breach Management U
Cyber Threat Intelligence

'/.

Incident Response/Discovery & Retainer

Breach Readiness

START for Incident
Hangdling

)

Readiness, Response & Resiliency
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