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Energy and utility organizations are at the forefron t of attacks

Utilities are among the most targeted verticals
• Organized cyber-crime, hacktivists, nation-states and 

exploit researchers
New vulnerabilities are being discovered

• Security testing through injecting invalid, unexpected or 
random data (fuzzing) have uncovered dozens of 
vulnerabilities in critical infrastructure systems

• Exploits can be implemented through physical access 
to networks or through techniques like brute-force 
password hacking Internet connected devices and 
phishing

Regulations provide guidance but do not protect 
against these recent exploits

• NERC CIP focus on IP communications, overlooking 
the real vulnerabilities that are present

• NIST CSF is process-based and voluntary
• ENISA Smart Grid Security Recommendations
• ENISA Protecting Industrial Control Systems

BlackEnergy
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The instrumentation of electric power systems is dri ving IT and OT 
convergence, which makes security more complex
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The smarter approach:  security transformation base d on your 
business strategy

Business outcomes
• Prioritized IT budget 

• Utilize current architecture “no rip and replace”

• Operations optimized, eliminating unnecessary 
redundancies

Transformational stages

V
alue

Maturity

• Incident response plan reduces downtime

• Enhanced situational awareness increases confidence of 
security and business decisions

• Reduce costs associated with breach

Baseline

Proficient

Continuous
Optimization

Risk Assessment 
and Gap Analysis

Strategize and 
Develop Roadmap

Enhance
Capabilities

Integrate into   
Future State

Preemptive Security 
Operations
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A view of a transformed security environment

Current Environment Transformed Environment

Security Model based on
Defense in Depth

Security Model based on
Rapid Detection + Rapid Response

Security Operations
Steady State and Reactive

Security Operations
Elastic and Agile

Governance, Risk & Compliance
IT and Compliance Focused

Governance, Risk & Compliance
Enterprise Risk Management

Functional Domains
IT, OT, Telecom, Physical Silos

Functional Domains
Converged

Security Analysis
Manual and Fragmented

Security Analysis
Analytics and Intelligence
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Data ingest

Insights

IBM Security QRadar
• Hadoop-based
• Enterprise-grade
• Any data / volume
• Data mining
• Ad hoc analytics

• Data collection and 
enrichment

• Event correlation
• Real-time analytics
• Offense prioritization

Big Data Platform

Custom AnalyticsAdvanced Threat Detection

Traditional data sources

IBM InfoSphere BigInsights

Non-traditional

Security Intelligence Platform

How? By integrating QRadar with IBM’s Hadoop-based offering
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Big Data Warehouse

Real-time ProcessingData Sources

Use case – Detection of an internal compromised system

Security Operations

Big Data Analytics 
and Forensics

Hadoop Store

Firewall

Router

QFlow 
Collector

Requirements
Source: Netflow

Sample Size: >100GB /src

Query time: <30sec

Analytics: Time interval 
and network flow size

Relational Store
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IBM Approach
1. Netflow extracted, sent to QRadar

2. Bi-directional flow processing

3. Correlation against external threats 

4. Real-time flow analysis to the SOC

5. Enriched flows sent to BigInsights

6. Custom BigSheets queries / analytics 

7. Post-processed data storage

8. i2 time-based visuals / analytics

9. Update of QRadar real-time rule sets

7Compromised
System

3



© 2014 IBM Corporation

IBM Security for Energy and Utilities

8 © 2014 IBM Corporation

IBM Security Systems

8

www.ibm.com/security

www.ibm.com/energy
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