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Abstract

= The evolution of the so-called «hacker’s underground»
led to new criminal models and approaches in the
Cybercrime world.

® This presentation will analyze the so-called
"Underground Economy', its players and scenarios, then

zooming in the Bitcoins - as well as different "cybercrime
currencies.

= | will bring to the audience our own experiences on
these critical research areas.
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Anti-DDos, Cyber Intelligence
(basic) Application y & ’ Human Factor, Odays
Security Black Ops

SCADA & Industrial
Automation Security,
Defense in-depth

Cybercrime Intelligence,
Compliance
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Let’s stop dreaming!

* Inorder to «outperform your adversaries», you must know who they
are.

— And, over the last 10 years, the concept of «attacker» has dramatically
changed.

* Also, the concept of a «secure system» doesn’t exist anymore. (IMHO).
Well, actually, it never existed ©

— Vulnerabilities brought-in by vendors
— 0days market

— State-Sponsored attacks

— DDoS powershot

— Cybercrime & Underground Economy

* That’s why this presentation will focus on something different, trying to
walk you by new perspectives, providing case studies as well.

..
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[ In the Information Security (InfoSec) world, we have a

tremendous problem: the terminology.
= Each term has different meanings, depending on the context and the

actor

[ This is not enough, tough: in the last years a new trend come out,
which is adding the prefix “cyber” to most of the terms.
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d In Italy, we’ve “solved the whole thing”: in the last January
2013 DPCM (National law, “Decreto Presidenza Consiglio dei
Ministri”), we do have the “cibernetic security” (sicurezza
cibernetica).

Picture credits: Daniele Dal Re
N
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No common spelling...
,Cybersecurity, Cyber-security, Cyber Security ?”
No common definitions...

Cybercrime is...?

No clear actors...

Cyber — Crime/war/terrorism ?

No common components?...

M In those non English-speaking countries, problems with correctly
understanding words and terms rise up.
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# whoami

The scenario(s) and the Actors
Profiling «Hackers» (?)

The evolution of Odays market
Bitcoins

Underground currencies
Conclusions

Resources, Q&A
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Disclaimer

. The information contained within this presentation do not infringe
on any intellectual property nor does it contain tools or recipe that
could be in breach with known laws.

. The statistical data presented belongs to the Hackers Profiling
Project by UNICRI and ISECOM.

. Quoted trademarks belongs to registered owners.

The views expressed are those of the author(s) and speaker(s) and
do not necessary reflect the views of UNICRI or others United
Nations agencies and institutes, nor the views of ENISA and its PSG
(Permanent Stakeholders Group), neither Security Brokers ones.

Contents of this presentation may be quoted or reproduced,
provided that the source of information is acknowledged.
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Once upon a time...

HH CCCC KK KK EEEE RRRR
HH €C KK KK EE _ KR RR
HH

* |joined the wonderful world of hacking
around 1985.

* Back in 1996, after the operation «Ice Eee Rk
Trap» which leaded to my (home) arrest |t sy,
in 1995, | jumped back to the
underground «sceney.

* My hackers friends told me they just e e
began doing something named £/43 EXit Chat - 7R3 Ghe WELP S L/BRIVY

Send Private Massage [/al (Change your alias

« Penetra“on Test» - [/mbx] Mail functions L[/wl Who is online

HH
HH
HHH
HH

— | had no idea WTF that thing was. 1. Sentinel (Serbia)
. 3. Zibriy<USA/SprintNet>
— Then | realized someone was glad to pay i andalf (Tailen/dCi-Telerac)
you in order to «hack» into something. L. Janez (USA/TyaNet)
. 8. Asbesto (Italy)
— With rules, tough. It was legal. 3. Toni (UsA/IntoNet)
— Paid in order to do what | mostly liked?!? 1. Trminator (Brazil)
Risks-free?? 8 Sy
— «You must be kidding», LOL © 15 Kimble (Germany/Datex-P)
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Once upon a time...

 Still on those years, we used to find bugs on our own:
— Sun Solaris (we [still] love you so much)
— HP/UX (harder)
— VAX/VMS, AXP/OpenVMS (very few ones)
— Linux (plenty of)
— etc...

* No one was paying us for those findings. It was just
phun.

 No one was «selling» that stuff.

— We used to keep ‘em for us, and occasionally «exchange»
the exploits with some other (trusted) hackers.
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* A couple of things happened.

 Money slowly got involved in this research-
based thing.

— And, the whole world got «always-on»,
«interconnected», IT&TLC fully-addicted.

* Then, Cybercrime moved to its prime-time age.

* Money quickly got involved in this exploits-race
thing.
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The actors

« Guys, we've «evolved», somehow... < hidingpeace
* Here’s what United Nations says (Hacker’s Profiling Project):

O D D O O £ £ ® A O
PO
Wanna Be Lamer ?-146 years End-User For fashion, Ifs “cool” => to
“I would like to be a boast and brag
hacker, butl can’t”
Script Kiddie 10-18 years SME !/ Specific securily
The script boy flaws
Cracker 17-30 years LONE Business company
The destructor, burned
ground
Ethical Hacker 15-50 years ¥endor ! Technology For curiosity (fo learn) and
The “ethical” hacker’s alirvistic purposes
world

156-40 years On necessity For curiosity (to learn) ==
The very specialized and egoistic purposes
paranoid attacker

18-50 years “Symbol” business
The soldier, hacking for company ! End-User
oney

-45 yaars Business company /
dustrial espionage Corporation

-45 yedrs Government ! Suspected
1A, Mossad, FBI, etc. Terronst!
strategic company/
Individual

25-45 years Government ! Strategic
compony
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And, it’s not
just «hackers»



- Why «Cybercrime»?

«Cybercrime
ranks as one
of the top
four economic
crimes»

PriceWaterhouseCoopers LLC
Global Economic Crime
Survey 2011

“2011 Cybercrime financial turnover apparently
scored up more than Drugs dealing, Human
Trafficking and Weapons Trafficking turnovers”

Various sources (UN, USDOJ, INTERPOL, 2011)

Financial Turnover, estimation: 6-12 BLN USDS/year

2013: (at least) 20B USDS/year

Breakdown of Russian
Cybercriminal Activities

DDoS
$13@Million

CYBERCRIME

RUSSIAN CYBERCRIME TRENDS

Other
$168 Mi

Total Cybercrime Market N

Onllng Fraud

$230 Millon & 942M|II|on
Spam Y /
$830 Mi w

C2Cq

P . _
v’, wbnlhon
5"2 5 br illion
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Today’s scenario (cybercrime)

- Why «Cybercrime»?

Economical aspects for criminal organizations

Costs:

- Development of the malware on basis of the existing Zeus toolkit $ 500
Use of spam botnet $ 50
Hosting of command & control center $2.000
Use of the PC botnet for setting up sessions to Internet Banking $ 500
Translators for bank error pages $ 500
Cost of money mules in the Netherlands and Ukraine/Russia $ 10.000

Benefits:
23 transactions € 116.000

Return on investment: 750%

FABN'AMRO P%LITI E

tisnal Police Agency
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WHY IS ALL OF THIS HAPPENING?

* Because users are stupid (or «naivey,
uneducated, not aware, etc...)

— Videoclip: the «wizard» from Belgium
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OC (organized crime) meets with Cybercrime

= The «<RBN model» (Russian Business Network)

T | Malicious site
Scam. P
BDQQ_J(S; 7 — — | Botnet
 ——————1— @ Activities ~ A @ Componrents | Hidden server
S / | Command & Control server
 Pomy
 Games. \
$ Cybercrime
.. Anonymization
f Hosting ¥ ; N . s | Interaction with other cybercriminals
Good bandwidth ’—J 3 Basic requirements - - @ Advanced requirements _+ Laxism in closing sites
- Lack of cybercrime laws
Y ’
K e,
| Offer | . — T
28’ . 'l‘ '|v oﬁer } ...........
{ Internet Companies | Tt | ™ RBN
| L e .

T ———————————————,—————————m—,
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OC (organized crime) meets with Cybercrime

- Command chain (and operating phases)

“Command”

“hackers” e-launderers”

*Performing hacking *Perform ID-theft *Execute e-crimes *Get the proceedings
*Developing malware *Collect Personal Info *e-banking *Setup e-laundering network
*Building botnets *Collect financial info +e-commerce *Channel illegal gains

Underground Economy

* trade stolen goods, stolen information, malware, tools, expertise, skills

. SecurityBrokers
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OC (organized crime) meets with Cybercrime

- Approach by «operative macro-units»

L N

E—— B S S

ePerforming hacking ePerform ID-theft *Execute e-crimes *Get the proceedings

eDeveloping malware eCollect Personal Info se-banking eSetup e-laundering network

*Building botnets *Collect financial info se—commerce *Channel illegal gains

Underground Economy

e trade stolen goods, stolen information, malware, tools, expertise, skills
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Differences

- Cybercrime # “hackers”

&

profile organizations
using public data/
social media

\y
@ target key

organized and POVl’s via spear
well funded phishing

b

000 = f

®
coordinated attacks 4 “watering hole™
distract big, strike e target groups on
precisely . trusted sites

leverage tried and true
techniques like SQLi, DDoS & XSS
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...That was RBN. Now things evolved &

Figure 2.1
Different Levels of Participants in the Underground Market

Proportion of Participants
Sophistication/skill levels and various roles

Examples:

* Elite researchers

e Exploit developers

* Zero-day researchers
* Malware writers

* |dentity collectors

* Programmers

* Tech experts

Sophisticated/
highly skilled

Administrators

Subject-matter
experts

A

AN
N

Can be sophisticated

or unsophisticated 4

Mules (witting)

Unsophisticated/

less skilled General members

Mules (unwitting)

e As-a-service providers

e Virtual money mule
services

e Spammers

e Botnet owners
* Drop service

* Distributors

* Hosted systems
providers

e Cashiers

* |D/financial data
providers

e Buyers
e Observers

SOURCES: Drawn from interviews; Schipka, 2007; Panda Security, 2011; Fortinet, 2012; BullGuard, undated.

NOTE: Almost any participant can be a ripper; see text for discussion.
RAND RR610-2.1
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...Let’s take a look from the beginning ‘till now (2013)

Figure 6.1
Black Market Timeline

Intrusion of TJ
Maxx/TIX,
resulting in
the largest

Backdoors and
Trojans emerge
and replace
worms/ viruses;

Roughly half
1 of data theft
crimes have a

Black Majority of hackers
markets are lone-wolf or
emerge, small groups of
individuals

especially in
Warsaw Pact
countries

digital nexus,
or electronic
connection

not widely
available on the

data breach
thus far of

~94M records
(not reported
until 2007)

black market

Black market
consists of
tightknit ad hoc
networks, mostly
among the
technologically

Message boards
for carders and
hackers emerge
(e.g. Shadow-
Crew and

Black market is mostly
paper based (e.g.,
credit card numbaers
on a notebook pad);
transactions are done

by hand CarderPlanet) savvy
el — r W “
r " " ' “) o
- r J
\ >
“\ r
Fewer than Identity Rapidly N »
10 percent of theft spreading
data theft booms, emalil worms
crimes had a fraud is in and viruses E:::: ;‘r::kreg:::::
digital nexus, its early are popular
or electronic stages (still (though not ::\;lt':;;ol:‘:t(:mare Phishing
connection human- present on - attacks
based, not black market); :::::Il?sp;re
et cybe mple
YoL cy by l‘:?luge: » Carding market crude, rife
Slammer, grows; consists of with bad
= Structure it ol W |l
. ILOVEYOU, %
— Part|c|pan15 and Code Red communication spelling
== Products
m— Attacks
=== Notable data breach
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...Let’s take a look from the beginning ‘till now (2013)

Initlal entry of Phishing Dark web Layering Marketplace
mobile malware, attacks are transactions encryption on top Is dominated
phishing, and common become more of communications by more
SMisShing place prevalent becomes popular disciplined,
I organized,
and
Black market Breach of Crude phishing attacks structured
players migrate Heartland Payment are phased out and groups that
into more Systems, currently replaced by sophisticated often identify
organized the largest ever ™| spear-phishing and highly specific
forums (mostly data breach due to legitimate presentation targets
carder) attack (~130M formats (e.g. of fake
records) website)
ZeusS Family
emerges (tool, Number of
botnet, and new exploit kits The number of
Trojan avalilable on the exploit kits in the
malware); a market spikes as market increases
few variants trade activity and dramatically due to
pop up competition takes more "interesting”
Infrequently. off vulnerabilities
L4 -
c - r -
AENECN o7 [ wos |
- r J
| % ”
7.
Exploit kits sl Zeus source code Breach of
beci:;rv'\:' Is leaked on the Iarligdet during
avallable on Internet, leadin oliday
the market, State—spdonsc:red- Initial to boont-: of ¥ shopping
Increasing the QroLps: SeVeIop; aw:’renzsls customized season (-70M
ease-of-entry start to see (and public versions records); stolen
for state-sponsored discussion) of data on black
non-technical 2:?“"%“ Rulsi" fopr;"ﬂ:at"d market forums
na, Romania, evels o
playars Ukraine, Middle attack (i.e. within days
East, cartel- APT-level)

controlled Central
America, etc.

Strul..'t.UI'E' Variants of ZeusS As-a-service
=== Participants Cluadal, A g.‘;:’,‘.’;ff::::iﬂg;"'
— Frudum become prolific increase
m— Attacks
=== Notable data breach

________________________________________________________________________________________
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Videoclip time!

This film is your best mvegtment ever: / |
It's guaranteed to makelou rich. |
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* ESPIONAGE

-> Zooming in

d We are speaking about an ecosystem which is very often
underevaluated: most of times, it is the starting or transit point
towards different ecosystems:

Information Warfare
Black Ops

Industrial Espionage
Hacktivism

(private) Cyber Armies

Underground Economy and Black Markets
= QOrganized Crime
= Carders
= Botnet owners
= (Odays
= Malware factories (APTs, code-writing outsourcing)
= Lonely wolves
= “cyber”-mercenaries, Deep Web, etc
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* ESPIONAGE

-> As we can see, not so many differences with the hacking approach

Gain access
Social engineering
Laptop theft
Manipulated hard- and
b I . Install
software and websites Mal
Exploit gaps e Bt
o o i : Viruses
Hacking/Scans/brute force :
Trojans Manipulation
Worms and espionage
\ Theft or
manipulation of
/ infomtion
Manipulation of
Cyberwar computers
Botnets with DDoS attacks

Website Defacement
e Intrusion of critical
infrastructures
e Damage of systems

Source: SaalbachE«Cyberwar Methods & Practice»Z
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EU

-> Geopolitical Shift: 2013 - Map of Cyber Defense evolving Member States (partial)

Source: Flavia Zappa,
Security Brokers, 2013
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World

- Geopolitical shift : 2013 - Map of ITU Dubai General Assembly December (red=not signed; black=signed)

‘d

-

Source: Flavia Zappa,
Security Brokers, 2013
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Cybercrime and Information Warfare have a very wide spectrum
of action and use intrusion techniques which are nowadays,
somehow, available to a growing amount of Actors, which use
them in order to accomplish different goals, with approaches and
intensity which may deeply vary.

All of the above is launched against any kind of targets: Critical
Infrastructures, Governative Systems, Military Systems, Private
Companies of any kind, Banks, Medias, Interest Groups, Private

WHAT’S HAPPENING AROUND?

Citizens....

National States

IC / LEAs

Organized Cybercrime
Hacktivists

Industrial Spies
Terrorists
Corporations

Cyber Mercenaries

Everyone against everybody
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Making Cyber “something”...

o ,dummy list“ of ,ID-10T“ for phishing

* equipment to mimic target network
* dummy run on similar network
* sandbox zerodays

A,

£ Servers

—* background info on organisation (orgchart etc.)
rimer for sector-specific social-engineering

/

* banking arran nts

* purchase attack-kits
* rent botnets
s find (trade!) good C&C server

AN

[] Inteligence/Logistics

B Live/System Discovery
B Detailed Preparations

[] Testing & Practice

B Attack Execution

—
» purchase 0-days / certif;rub

* purchase sKiii=set
* bespoke payload / search terms

Alexander Klimburg 2012
*Purchase L2/L3 system data
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e | think all of you remember this:

The pricing debate

ADOBE READER

MAC OSX

ANDROID

FLASH OR JAVA BROWSER PLUG-INS
MICROSOFT WORD

WINDOWS

FIREFOX OR SAFARI

CHROME OR INTERNET EXPLORER
105

$5.000-330,000
$20.000-550.000
$30.000-$60,000
$50.000-$100.000
$60.000-5120.000
$60,000-5150.000
»20.000-5200,000

$100,000-5250,000

Source: Forbes, “Shopping For Zero-Days: A Price List For Hackers’ Secret Software Exploits”, 2012, in
http://www.forbes.com/sites/andygreenberg/2012/03/23/shopping-for-zero-days-an-price-list-for-hackers-secret-

softwa re-exgloits
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The pricing debate

 What about this? (CHEAP but LAME, India’s ones)
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Where’s the truth?

What’s the right approach
with «pricing»?



Getting the big picture

- 0-day Markets

Black Market

Black Market (Cybercrime)

(underground)

Software Rel
X.y.Z

«Bug»

Vendors
CERT (ICS-CERT)
National Institutions

. SecurityBrokers
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A different (more serious?) approach

Buyer’s typology
IS = IT Security companies
Public Knowledge INT = Intelligence Agencies 0-day Exploit code +
of the vulnerability for Governmental use PoC Cost: Min/Max
(National Security protection)
MIL = MoD/related actors
for warfare use
OC = Cybercrime

Y IS 10K - 50K USD
Y INT 30K — 150K USD
Y MIL 50K — 200K USD
Y OC 5K—-80K USD
N ALL X2 —X10

T
. SecurityBrokers
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A different (more serious?) approach

Vulnerability relays on: Buyer’s typology
Public Operating System ( OS) IS = IT Security companies 0-day Exploit
Knowledge INT = Intelligence Agencies code + PoC
of the Major General Applications for Governmental use Cost: Min/Max
vulnerability (MGA) (National Security protection)
MIL = MoD/related actors
SCADA-Industrial for warfare use
Automation (SCADA) OC = Cybercrime
Y 0OS OoC 40K — 100K
Y MGA INT 100K — 300K
Y SCADA MIL 100K — 300K
N 0S MIL 300K — 600K
N SCADA MIL 400K — 1M

. SecurityBrokers
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On Bitcoins

i -
&) Bitcoin
Eile Settings Help BETALE N \‘fT
>
I% Send Coins  [5] Address Book " . )
| R RITCOIN S
Your Bitcoin Address:  1AQ]TTBLICHNKTYKEPYPWEKFFYRhCUFSty [ New. .. ] [ Copy to Clipboard ] ¢4 * ! 9 N B
| X - )
' ¢ v
Balance: 55.00 MOGE Lq* v
All Transactions | sent/Received | sent | Received .
Status Date Description Dehit Credit
7 confirmations 19.8.2010 12:03 To: Alice 1290t3TMyQumncygnzCAtFagxdk 2XAxFcs -45.00
7 confirmations 19.8.2010 12:08 Received with: 1559qMwCwZTZ... (Your Address) +100,00
13 connections 75108 blocks 2 transactions
p oy
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= A peer-to-peer digital currency that is pseudo-anonymous.

*= The identity of the individual is disguised, but his/her transactions
are open to the public. It is anonymous to the extent that it is
difficult to relate a digital identity to an actual person.

= Bitcoins have huge implications on money laundering.

= Various government institutions around the world are starting to
view it as an area requiring regulation.

..
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= Bitcoins are created through a process of ‘mining’, in which
users who provide their computing power, verify and record
payments into a public ledger in exchange for transaction

fees in newly minted bitcoins.

= This process is akin to a central bank printing new money,
but is less centralised.
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On Bitcoins: why is it important to business?

= Botnets steal your computing power to either:
1) ‘Mine’ more bitcoins. Similar to SETI, but more nefarious.

2) Conduct various cyber crimes

= |f your networks are insecure, you are indirectly facilitating cyber
criminals.
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On Bitcoins
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On Bitcoins

Bitcoin Market Capitalisation USD
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$1,400,000,000

$1,200,000,000 \\

$1,000,000,000

$800,000,000

== \arket Cap USD
$600,000,000

$400,000,000

$200,000,000

S
Ql‘QZ‘QB‘OA Ql‘QZ‘QB‘OA Ql‘az‘aa‘mt Ql‘QZ‘CB‘Qﬂf Ql‘az‘aa

2009 2010 2011 2012 2013

T
. SecurityBrokers



lllegal
Money

Aquired
through clic
fraud,
carding...etc

Round-tripping with Bitcoins

Exchanger

Verified exchanger
or peers

E.g. Mt Gox,
Coinbase, Bitstamp
or anyone else
willing

Bitcoin
Account

Bitcoin

“Smurfed”

Account

Cash out

Money
transferred
or taken out
from
Exchanger
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Round-tripping with Bitcoins

Axis Title
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Round-tripping with Bitcoins

Year [Qtr  [%RT _ |usD |
a2 | 23%|s -
a3 | 25%|$ 440
 Jaa | o7%|$ 1643
| ja2 | o5%[$ 24707

a3 |  o5%|$ 38701
 Joa | 20%|$ 186743
a2 | 16%|$ 280848
- |a3 | 1.3% 501,184

1.5%| $ 809,282
2013 1.0%| $ 1,627,240
1.1%| $ 4,126,558

0.8%| $ 2,230,083 |
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Summary on Bitcoins

=  While Bitcoins can be used legitimately, they are used by cyber criminals to
launder money.

= An unsecured network can be used by the same cyber criminals, thereby indirectly
increasing their gains.

= More regulation is required in the area.
=  We would like to use international credit card fraud data to further examine to
extent to which Bitcoins are related to fraud.

= The data has been difficult to obtain so far.

T
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HOW DO YOU PAY CYBERCRIME
SERVICES/PRODUCTS?

= CASH (F2F)
= Offshore bank accounts

* Underground currencies (digital)
» NOTE: it’s not just about Bitcoin!
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HAWAILA

You probably know about “HAWALA”

Hawala (also known as hundi) is an informal value transfer
system based on the performance and honour of a huge
network of money brokers
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Learning from terrorism financial approach

Many of electronic payment systems are following the HAWALA principle
And built on the top of similar infrastructure

Now backed by digital inftastructure
No traces in banking network

Money disappear in one place, pop up in another
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Underground Curriences

Lets look at some examples

There is more than one way to transfer money

. SecurityBrokers
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Underground Curriences

Of course you know paypal and other “white” payment electronic systems. They are simple, and uninteresting

withdrawal

'-:@a

Customear € bank

to {Ens
f
s[er
to ns

Melcmm s bank

C ustomes

{

Mercham

Figure 4: Electronic cash system (Charalampos, 2004)
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Underground Curriences

Controlled by requlatory acts. (http://wwuw.ffiec.gov/PDF/EFS.pd)

Similar to conventional payment systems (not much space for anonymized fraud :-))

Seller

Seller’s Deposit
=43

Buyer’s
Bank

Info flows for Payments Goods & |
notational Service: |
changes

Seller's Jilla Intermediary
Bank [l converts
outside and
mside mum’qz/

\ A
= o g
Intermediary g g,;.
2| $2 *
/ a
Buvers 4l
Bak M0 Buyer
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Underground Curriences
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| ‘i_;‘:-_‘;“'.' ‘,_.Qv" - ;|_.' 7 ” \" il :,.::Q‘- L /‘ e ,‘; :,g‘ W (; Ly “ N A '.‘,.’__? fu EI /_‘,",7‘ ¥ ::,.-/_. .{ ""-VY"’ ) ;.v‘:'( ".]’--’ n.v‘t {., ;, \' » Y O “, (\ oY ;\._,4

ANJCLLNHIYy VU N\NIJ vV O JJIIUuGCI Uil Jvuliu HIJl0 A . IO

Rt S e RSt o (B At >=d SR b, = e et et Gl (o e R oS = 7 Wt e A =y e = A el
—

O n e U S D WMR - 3ksusaneHT RUB

 Drop - money mule WAIU — Scasanent UAK

WMB - 3ksuBaneHT BYR

» CC - creditcards NG - ravaanen 16C

» Abuse resistant - Safe to host any
kind of fraudulent service

e Partnerka - partnership program
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Underground Curriences

There are many:

Webmoney Gate Czech Mpara Yexus
Webmoney 8 Bpsaricke Bpsanck Poccus

* Web Money (WMZ) s G
WmPerm.RU MNepmb Poccus
wmTrader.BIZ OMCK Poccus

® Ya n d eX M O n e y WMCashing Canxr-TNerepbypr Poccus
WebMoney uextp 8 BenukoBSpuranum Hoprxamnrom Benuxobpuranua

OWMT.ru - leHepanbHbit gunep Webmoney

& L R ( I I b e rty feserve wese oMmCK Poccs

Webmoney.kg Buwxex Kbipresacran
WMT-Tula, cepasuc WebMoney s r. Tyna Tyna Poccus
® Epassporte (deadl) Moscow Transfer Mocxsa Poccus
- WMZ.lv Pura Narsus
Webmoney Israel Xagepa Wapauns
WebMoney Exchange Point, Pattaya, Thailand MNaraita Tamnang

Webmoney24 Cankr-ferepbypr Poccus
O6mennbit nyHkT Webmoney 8 ExarepunGypre ExaTepunbypr Poccus
E-money - anexkTpousbie aeHsru 8 Ksiproiacrane Buwxex Kbipreiacran
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Underground Curriences

Credit card “dumps” websites, work only with “trusted” systems. Why?

+ WE ACCEPT

Perfect Money

Sprvpay.

INTERMET PAYMENTS
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Underground Curriences

They feature “awesome” geographical locations

Liberty Reserve — largest payment processor and money transfer ... [+1
www.libertyreserve.com/ - 1 %F R
Oldest, safest and most popular payment processor operating ind serving

millions all around a world. Store your funds privately in gold, E
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Underground Curriences

As with real currency, exchange points exist. Percent charged:

»IX MyHKTOB Magnetic Money

IR, WMU, WMB, WME, WMG, WMY, Hunexc Jennra,
t Reserve, Perfect Money, EasyPay, PayPal, Z-Payment.

Mouutda

Buiroannid o6y
RBK Money, N

FnagHas O6menHukn Cratomn

Buibepute Hanpasnenue obmen:

PayPal (USD)

PayPal (EUR)

Liberty Reserve (USD)
Liberty Reserve (EUR)
Liberty Reserve (Gold)
MoneyMail (RUR)
MoneyMail (USD)
MoneyMail (EUR)
Perfect Money (USD)
Perfect Money (EUR)
Perfect Money (Gold)
LigPay (RUR)

KoHTakTbi

Y@L L,EB

( ) TSI (o i o)

| wmz

o}

‘I}" MNoxkasate BCce

Speed-Exchange 1 Wh

9 Ybopa

cashdwm 1 Wh

BrHumarnne! AsToMaTmyeckuin
WebMoney. Obmenste WMZ ¢
nposegenns obmena WMZ na

oneparopom).

Ysepgomnenune o puckax. (e
WMZ na LigPay USD, Bul asTe

1) Bel ocBEAOMAEHDLI O TOM, 4
nnarexHoi cucremon WebMo|

2) Bbi ocBeaoMAneHbl 0 TOM, Y
noboi moMenT 3abnokunosas

LigPay (UAH)

LigPay (EUR)
Moneybookers

AlertPay (USD)

C-GCold (USD)

Pecunix

EasyPay

Mobile Wallet (RUR)
SMS

Global Digital Pay (USD)

Global Digital Pay (EUR)

eoHeT-BarKkuHr

Ansa bank

Tenebauk BTE24
Npomceassbank
Mpusar 24 (USD)
Npuear 24 (UAH)
Visa/MasterCard (USD)
Visa/MasterCard (RUR)
Visa/MasterCard (UAH)
Visa/MasterCard (EUR)

Wire Transfer (RUR)
Wire Trancfar f11ISM

)
o (' Paccumrars )
Peseps | BL | Ovauinm |
10.55 - 2/00)
606.85 1368 | 5/00D

peLlEr NNaTeXHoN CUCTEMONR
neKo BpyuHyto (T.e. ans
1 Hyxio Byaer c8a33Teca C

KTa, npoussoaswero obmex
Ay IOWMMK NONOKEHURMK

na LigPay USD 3anpeweno

Ir0 MYHKTAa MOryT BuiTh B
jienenMme 3anpewenHaro

Kypcel obmena sanior LB PO 25.11.2010

Honnap USD + 31.2929
Espo EUR & 41.9168

XoTuTe CIKOHOMMWUTL CBOE Bpems?
Ycranosute pacwupenune ans Google
Chrome - Magnetic Money Desktop u

Haxo0AauTe BLINOAHLIE Kypckl obMmeHa
INEKTPOHHBIX BaNIOT B 7 pa3 beicTpee!

Ycranosute

AuHamMuka Kypca obmena:
WMZ > LigPay USD

0.97
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Underground Curriences

WMZ - widely used on black markets

VoidCore.Ru 2010-07-24 20:13:49
Perucrpaums ®opym kuaan ¢ sabxaka
VoidCore.Ru knaansi

YepHwmit Cnucox Aewenwme 3arpyam 6e3 KnganOsa 2009-11-18 18:16:15
Online icq KMAAN Mpuemnumbie UeHbl, ONEPaTUBHOCTL, HAAEXHOCTE
onucasne, Npawc, OT3abiakbl
« Ha rmasnyio
« FAQ(vHCTRYKUMA)

« Halttw kunany npOgawa Email 6as 2009-11-18 18:11:58

« Cnucok kugan Bce crpamb

« JoGasute kKuaany Npuemnembie ueHb

« Cratucruka O6HoBneHne npu HeusMeHeHHo! ueHe noauuum - BECIJIATHO

. : O6HoBNEHME NPU MIMEHEHHOW LeHe No3uuuK - gonnarta

« FapanTe: wHeTa OpyxeniobHan u obuurensHan cnyxba NOAAEPXKHY C YAOBONLCTBUEM OTBETUT Ha BCe Bawwn BONpocs.

. NMpopawa e-mail 6aa AONONHUTENBHEA MHGMOPMaLMA

P SRT—— Yunkansusiit Vpn Service 2009-03-17 16:03:18

« FAQ(uncTpyKkumns)

« Haimv upmy kugany - Wudposanwe (128 6ur) .(PPTP)
« Crincok dupM Kuaan - OTcyrcrane noros. 5
+ [lo6asums dupmy - A0 40 cepBepoB rapaHTMpoBaHo oHnaiH.lMonssosarens cam enibupaer cepaep.

- BoicOkas CKOpOCTL AOCTYyna.

- Xopowu#i uptime

- Pasnbie crpannl - USA EURO ASIA

ra CepBEpPOs, ONOBELEHWE O ONnnare, NpUeM nnarexen

Kuaany
« Mpopaa e-mail Gas

- Ba;ro Zd .ans B 'necnu

Docka Novera
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Underground Curriences

Credit cards: easily available and covertable into non-traceable currency

q H ﬂe KC XaNABHbIA KapTOH (Haﬂ\

11:50: Wesley Maxwell::756 Post Drive::Whiteman AFB:Missouri:65305:United States: Wesley Maxwell:5471691100
)2:34:Andrew Martin::840 21st Ave North::south saint paul:Minnesota:55075-1314:United States:Andrew Martin:40
)0:56:Eric Wentorf::3510 Haven Ave::Racine:Wisconsin:53405:United States:Eric Wentorf:4356874055603252:03C
18:19:Luz Owens::521 Southbridge Creek Drive::Jacksonville:Florida:32259:United States:Luz Owens:549099329¢
16:59:Luz Owens::521 Southbridge Creek Drive::Jacksonville:Florida:32259:United States:Luz Owens:549099329¢
50:31:Allan Gonzalez Muniz::420 Declaration Ave::Billings:Montana:59105:United States:Allan Gonzalez Muniz:44¢
13:46:Jamie Kozak::w3804 Hemlock Drive:54555:Phillips:Wisconsin:54555:United States:Jamie Kozak:601100611!
12:55:Leslie Oster , 111::2604 N. E. 1st Ave.::Ocala:Florida:34470:United States:Leslie Oster , I11:511122000201678¢
52:34:Ronald Gieseke:Arachnid, Inc..6212 Material Ave.::Love's Park:lllinois:61132:United States:Ronald Gieseke:!
20:57:Travis Jones::250 Meadow Lane::Secaucus:New Jersey:07094:United States:Travis Jones:4482150141619¢
35:50:Allan Papworth::3570 Corey Rd::Malabar:Florida:32950:United States:Allan Papworth:5466160047269145:0°
12:48:Grigoriy Ter-Oganov:E.T.G.:100 Morain st. #302::Kennewick:Washington:99336:United States:Grigoriy
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Underground Curriences

Such data is also on sale (note LR -> Liberty Reserve payment system)

Colider Menu T S LIDER INSTRUGTION TO USE T [ et

» BUY CC Short Service Description Account: mirza
Balance: 0.00cr

» BUY DUMPS Afer registration on service you could search for CC you need for free. When you found what you need to buy | | Properties Log off

» CC Order History you should fund your account. To fund it you should enter amountin $ you need to add to your account and

» ACC ORDER HISTORY We have 2 type of DB's In our service and 3 types of Valid rate

» Acccount checker

OWN BASE - our own database (not resellers)

viGnine} SN Lookipe AGENT DB - bases of our agents that were given for reselling (resellers)

» Full CC Check

» Batch DUMP/CC Cheking Base Valid Rate Types

» Checker History Good

» Proxy Socks Valid ratio of this db = from 50% *

» DOB/MMN USA California Advantage — lot of cards, countries and bins

» Ticket System Fresh

» Billing Valid ratio of this db = Excellent *

» Payment History Advantage — Excellent valid ratio

» Prices " - £ b bl nt 1 N I 1$=5¢0r

. SecurityBrokers
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Bad guys hacking bad guys

BUSINESS
INSIDER

Tech Money & Markels Briefing s Executive Life
AUSTRALIA

RECENTLY ON GIZMODO 3 RECENTLY ON GIZMO]
= o
= Blow 1 Sta n ! t L . realkt tWwW } Tu
- : ’ - terie

TECH

Millions Have Been Stolen In Bitcoins After Major Online
Marketplace Sllk Road Was Hacked

DYLANLOVE 1142014 ) M - vl 10

There’s not much to see on Silk Road right now:

Silk Road

anonymous market

Nobody is in danger, no inforn : e RO, server access was never obtained by the
attacker.

Securm BI okers
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Conclusions

L Despite being or not APTs, attacks evolved over the last 3-4 years, focusing on the human
factor when dealing with targeted espionage, getting benefits from:

= |gnorance of the victims (lack of education, basic training, security awareness, simulations);

= Exposure and visibility on the Social Networks of the companies and its employees;

= contractors and external suppliers;

= BYOL (Bring your own device: smartphones, tablets;

= “remote working”;

= Lack of dialogue and information exchange with other market players (even competitors!);

= Lack of procedures (approved, ready-to-go, tested) for Incident Handling, Digital Forensics e overall
the “PR Security Management”.

O The “solution”? There is not a panacea which “fixes everything”. But, good sense, personnel

education and being ready to manage such incidents.

Speaking with the management, getting the authorizations approved

Security Awareness to all of the company’s levels

Specific trainings (IT department, software developers, Security department, Blue Team) and

practical simulations (at least) yearly (2-3 /year=better)

v" The most important thing: work along with colleagues from different departments, such as Legal,
Human Resources, Marketing, Sales!!

D NEANERN
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Reading room/1

The Kingpin, Kevin Poulsen, 2012

Fatal System Error: the Hunt for the new Crime Lords who are bringing down the Internet, Joseph Menn, Public Affairs,
2010

Profiling Hackers: the Science of Criminal Profiling as applied to the world of hacking, Raoul Chiesa, Stefania Ducci, Silvio
Ciappi, CRC Press/Taylor & Francis Group, 2009

H.P.P. Questionnaires 2005-2010
Stealing the Network: How to Own a Continent, (an Identity), (a Shadow) (V.A.), Syngress Publishing, 2004, 2006, 2007
Stealing the Network: How to Own the Box, (V.A.), Syngress Publishing, 2003

Underground: Tales of Hacking, Madness and Obsession on the Electronic Frontier, Suelette Dreyfus, Random House
Australia, 1997

The Cuckoo’s Egg: Tracking a Spy Through the Maze of Computer Espionage, Clifford Stoll, DoubleDay (1989), Pocket
(2000)

Masters of Deception: the Gang that Ruled Cyberspace, Michelle Stalalla & Joshua Quinttner, Harpercollins, 1995
Kevin Poulsen, Serial Hacker, Jonathan Littman, Little & Brown, 1997

Takedown, John Markoff and Tsutomu Shimomura, Sperling & Kupfler, (Hyperion Books), 1996

The Fugitive Game: online with Kevin Mitnick, Jonathan Littman, Little & Brown, 1997

The Art of Deception, Kevin D. Mitnick & William L. Simon, Wiley, 2002

The Art of Intrusion, Kevin D. Mitnick & William L. Simon, Wiley, 2004
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Reading room/2

The Estonia attack: Battling Botnets and online Mobs, Gadi Evron, 2008 (white paper)

Who is “n3td3v”?, by Hacker Factor Solutions, 2006 (white paper)

Mafiaboy: How I cracked the Internet and Why it’s still broken, Michael Calce with Craig Silverman, 2008
The Hacker Diaries: Confessions of Teenage Hackers, Dan Verton, McGraw-Hill Osborne Media, 2002
Cyberpunk: Outlaws and Hackers on the Computer Frontier, Katie Hafner, Simon & Schuster, 1995

Cyber Adversary Characterization: auditing the hacker mind, Tom Parker, Syngress, 2004

Inside the SPAM Cartel: trade secrets from the Dark Side, by Spammer X, Syngress, 2004

Hacker Cracker, Ejovu Nuwere with David Chanoff, Harper Collins, 2002

Compendio di criminologia, Ponti G., Raffaello Cortina, 1991

Criminalita da computer, Tiedemann K., in Trattato di criminologia, medicina criminologica e psichiatria forense,
vol.X, Il cambiamento delle forme di criminalita e devianza, Ferracuti F. (a cura di), Giuffre, 1988

United Nations Manual on the Prevention and Control of Computer-related Crime, in International Review of
Criminal Policy — Nos. 43 and 44

Criminal Profiling: dall’analisi della scena del delitto al profilo psicologico del criminale, Massimo Picozzi, Angelo
Zappala, McGraw Hill, 2001

Deductive Criminal Profiling: Comparing Applied Methodologies Between Inductive and Deductive Criminal
Profiling Techniques, Turvey B., Knowledge Solutions Library, January, 1998

Malicious Hackers: a framework for Analysis and Case Study, Laura J. Kleen, Captain, USAF, US Air Force Institute
of Technology

Criminal Profiling Research Site. Scientific Offender Profiling Resource in Switzerland. Criminology, Law,

Psxcholo“I Tétergro
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Contacts, Q&A

* Need anything, got doubts, wanna ask me
smth?
— rc [at] security-brokers [dot] com
— Pub key: http://www.security-brokers.com/keys/rc_pub.asc

Thanks for your attention!

I will use Google before asking dumb questions. 1 will use Google khefore
asking Jumbs questions. 1T will vse Google hefore asking domb questions.
I will use Coogle hefore asking dumbe questions. 1T will use Google before
asking duombe questions. 1T will use Google before asking dumb questions.

? www.mrbourni.nl before asking dumlbe questions. 1 will use Google before

H asking dumle question:s. T will use Google before asking Jumb questions.
I will use Google before asking domb questions. 1T will use & -
asking dumb questions. 1 will use Geoogle before aski

I will use Google hefore asking dumb questions. 1

asking dumb questions. 1 will use Google before

I will vse Google bhefore asking dumb questions. 1

asking Jumb questions. 1T will vse Gocgle before asking domb
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